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Appendix C - SDN Enrollment

If you do not already have a Secure Data Network (SDN) digital certificate for exchanging data with CDC, check with
your program manager, CDC SDN Support, or VACMAN Support for assistance.

Your program manager can identify up to three people at your project to receive data from, and transmit data to, CDC.
These three people request SDN digital certificates with access to your project's VACMAN SDN activity.

CDC SDN Technical Support CDC VACMAN Help Desk
Phone: 800-532-9929 Phone: 400-639-8303
(770-216-1276 in Atlanta) Fax: 404-639-8445
Email: cdcsdn@cdc.gov Email: vacman@cdc.gov
Web:  http://www.cdc.gov/nip/vacman

Before You Begin

Please read this entire section before you apply for your digital certificate. If you are a Netscape user, please note the
additional Netscape instructions below.

Note: The following information is provided by CDC SDN Technical Support.

Your technical or network support staff knows your local system better than anyone at SDN support will know
it, and they need to be made aware of ANY changes you are making to your system. It is a good idea to speak to
them before contacting SDN support, or to have them on the line, or otherwise in the loop when speaking to
SDN support, to resolve any conflicts which may occur between your system and the digital certificate. They
are also better able to assist you with local issues, such as updating your browser or operating system or
installing service packs or patches. If possible, please provide SDN support with the name of a technical or
network support person who is responsible for your area, in case issues need to be resolved at your location
before you can install or use a digital ID.

Note: You will be adding a component to your browser which may or may not have an impact on your local

computer setup, or which can be affected by your local setup or by changes made to your local computer
or network after installation. It is advisable that you make your technical or network support personnel
aware of this BEFORE you proceed with the application. We recommend you forward a copy of this
documentation to your support personnel or present them with a printed copy.

Please report the following to your network or technical support personnel:

1.

Tell them you need to make a secure socket layer (SSL) connection using port 443, and in some instances
may need access to port 4430. Any network or firewall configuration which restricts access to port 443
might prevent you from completing the process. Some programs require 128-bit encryption for records
requiring that the privacy of the patient or study participant be protected.

The latest versions of Internet Explorer (5.5 and up) and Netscape (6.0 and up) are capable of this level of
encryption.

Netscape Users:

e For Netscape version 6.0 and up, you also must install Sun Java JRE version 1.3.1. For more
information, see “Computer Specifications,” Chapter 1.

e For Netscape version 4.7 and below, you may need to specifically request an installation capable of this
level of encryption.


mailto:cdcsdn@cdc.gov
mailto:cdcsdn@cdc.gov
http://www.cdc.gov/nip/vacman

VACMAN 3 User Guide
Appendix C — SDN Enrollment

Let your technical staff know that you need to install a non-executable item in your browser and therefore,
you should be granted "Standard" or "Power" user rights which would allow you to make the necessary
modifications to the browser. It is vital that these rights be granted before you begin the application process,
as minor changes to your system may be attempted at any step and you will need these rights until you have
successfully installed the certificate to your browser. If such rights are restricted on your network, it will be
necessary for you to work with a systems administrator to complete this process.

Note: Such rights are not necessary for everyday use of the certificate once it's installed -- only to install or
renew it. Also, you will also need these rights if you wish to export a copy of your certificate to
diskette. See below for more information on export/import.

If you are using Internet Explorer version 5.0 or above, be aware that Microsoft has made changes to the
way their browsers handle certificates which may prevent you from completing the application or installing
the certificate once you've been approved if your browser has not been updated. The latest service pack for
Internet Explorer may or may not contain this update. Please refer to this link at Microsoft for more
information and possible solutions:

http://support.microsoft.com/default.aspx?scid=kb;en-us;323172

Let your network or mail administrators know that a note will be sent to you via email, usually within 24
hours of registration, containing an HTML link to a page which will allow you to retrieve your certificate,
and containing other important information needed to retrieve your certificate. Some firewall or antivirus
programs may interpret this link as a virus. If this is the case in your environment, please inform SDN
support (cdcsdn@cdc.gov) right away so we can make arrangements to get you the information you will need
to retrieve your certificate.

Make your tech support people aware that ANY changes to the browser, operating system, registry, network
or domain following installation of the certificate, may affect how the certificate behaves and that they
should alert you, if possible, before making such modifications. If your computers are about to be upgraded
or replaced, it might be a good idea to wait until this has happened, if possible, before completing the
application.

Ensure that the browser you normally use to access the Internet is also the DEFAULT browser on your
system (that is, the browser that opens when you click a link in your email). Your technical support staff
can assist you with this.

Knowing that even under the best of circumstances problems can still occur; it's STRONGLY advised that
once you have installed your certificate you export a backup copy to a diskette which can be stored in a
secure location. You should make your support staff aware of this as well as how to restore the certificate
should it become corrupted or overwritten. For these instructions, send a note to cdcsdn@cdc.gov as soon
as you've installed your certificate. As stated above, you will need the same sort of rights to export your
certificate as you needed to install it. It is advisable you do this after you have confirmed you are able to
access the SDN with your certificate.
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Requesting Your SDN Certificate
Use these instructions to request an SDN certificate.
Prerequisites

e  Obtain your initial SDN password from your project manager.

e Request your certificate at the computer workstation from which you will perform exchanges with CDC. The
SDN certificate is associated with both your user 1D and your computer.

e  See “Before You Begin,” previous pages.

Step | Action

1 Access the SDN enrollment website at this Uniform Resource Locator (URL):

https://ca.cdc.gov

Result: The system accesses the internet, and displays the Secure Data Network — Enrollment
— Microsoft Internet Explorer — provided by National Immunization Program - Enter
Enrollment Password screen.

Figure App. C - 1. SDN - Enter Enrollment Password screen.

Enter Enrollment Password

Please enter the password for CDC's Digital ID Services
and click Accept.

Password: |

Accept |

2 On the SDN Enter Enrollment Password screen, type the initial registration password, then
click the Accept button.

Note: For security reasons, the initial registration password cannot be provided in this
document, nor can it be provided by CDC SDN Support. Only your project manager can
provide this information.

Result: The system displays a Requirements page providing general information about digital
certificates and terms of use. The next two pages, Figure App. C - 2, duplicate this information.

Note: Issuance and use of a digital certificate from VeriSign® is governed by the VeriSign
Certification Practice Statement (CPS) and Digital ID Subscriber Agreement. For
information regarding the CPS or Agreement, go to the VeriSign website at:

WWW.Verisign.com/repository



https://ca.cdc.gov/
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Requesting Your SDN Certificate (continued)

Figure App. C - 2. SDN - Centers for Disease Control and Prevention — Digital ID Enrollment screen.

10

Centers for Disease Control and Prevention - Digital ID Enrollment

At this site you may register to become a client of the COC Secure Data Network (SOM). Registering to
become a client involves two separate but related activities:

e Obtaining permission to use one or more sensitive COC information systems;
s Obtaining and installing a CDC digital certificate.

You can be granted permission to access a sensitive COC system only by an authorized representative of
that system. The registration information you enter in your application pages will be forwarded to the
appropriate system representative for approval. Ohtaining the COC digital certificate is contingent upon
this approval. It is expected that, if yvou have proceeded this far, you already have some understanding
with the COC program's representative and your request for access is likely to be approved. If this is not

the case, you should stop now and contact the COC program's representative first to discuss obtaining
access,

System Requirements

To obtain a COC digital certificate and access the CDC Secure Data Metwaork,
your system must conform to the following minimum requirements:

s [ntel-based system with a 486 CPU ar greater.

¢ Windows 93, Windows NT 4.0 or greater,

e [nternet connectivity,

s Internet Explorer 5=, Metscape Communicator 6.2, or greater,
¢ Browser's "cipher strength” is 128 hit,

e Administrative rights for the local machine on which the certificate is to
be installed (only for initial certificate installation),

About digital certificates

& digital certificate, or "Digital ID," is a data object used to verify the identity of the person or system
possessing it.

Once you have obtained permission from a system representative to access a sensitive COC system, a
Digital ID will be generated for you by separate entity called a certificate authority (CA), YWhen you have
been notified that your enrollment request has been approved, you will access a specific web site to
obtain your digital certificate, You will then install the certificate in your browser.

(Continued next page)
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equesting Your SDN Certificate (continued)

SDN - Centers for Disease Control and Prevention — Digital ID Enrollment screen (Figure App. C-2
continued).

Thereafter, when vou wish to access a system within SDM using your browser, your browser will present
your Digital ID and SOM will verify your identity with the Ca4. You will then be granted permission to enter
the system.

You may not share your digital certificate with any other person. COC Internet security policy reguires
that each Digital 1D be held by and used by one, and only one, person,

If you require access to more than one sensitive COC system, you do not need to obtain multiple
cettificates, Only one digital IDis required to verify your identity for any and all SDMN systems you access
from the same computer and the same browser,

Digital IDs can be copied (exported) from one machine to another, and SOM allows for this, The process is
not routine, however, and in some cases, Digital IDs cannot be exported from one operating system to
another, from one type of browser to another, or even from one version of a browser to another version
of the same browser,

Obtaining and installing a Digital 1D is not difficult, but in the process your browser may present you with
many technical messages, We have no control over the messages your browser displays, Documentation
is available for the enrollment process and is intended to assist you in obtaining a digital certificate for
the two most common browsers: Internet Explorer (IE) and Metscape Communicator (Metscape).

Digital IDs can be copied (exported) from one machine to another, and SON allows for this, The process is
not routing, however, and in some cases, Digital IDs cannot be exported from one operating system to
another, from one type of browser to another, ar even from one version of a browser to another version
of the same browser.

Ohtaining and installing a Digital D is not difficult, but in the process your browser may present you with
rmany technical messages, We have no control over the messages your browser displays. Docurmentation
is available for the enroliment process and is intended to assist vou in aobtaining a digital certificate for
the two most common browsers: Internet Explarer (IE) and Metscape Communicator (Metscape).

Digital ID Subscriber Agreement

The issuance of Digital IDs through this system is governed by the Verisign Certification Practice
Statement (CPS), By applying for, accepting, or using a Digital ID through this systemn, you are agresing
to the terms of the Werisign Subscriber Agreement ("agreement’), By clicking the Enroff button below, you
indicate your acceptance of this agreement, If you do not agree to the terms of this agreement, you
shiould not complete this application process, or use the Digital 1D,

Complete terms for the YeriSign CPS and Digital ID Subscriber Agreement can be found here.

To enroll for a CDC Secure Data Network Digital ID, click here: |__Enroll ]
Questions? Go to the Online Help or Contact 5DN Support

This page last reviewed Mar 14 2003
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Requesting Your SDN Certificate (continued)

Step | Action

3 On the SDN CDC Digital ID Enrollment screen, Figure App. C - 2, review the requirements
and terms, then click the Enroll button.

Result: The system displays the SDN CDC Digital ID Enrollment - Enter Personal
Information screen, Figure App. C - 3.

Figure App. C - 3. SDN - CDC Digital ID Enrollment - Enter Personal Information screen.

IE Centers for Disease Control and Prevention - Digital ID Enroliment

To begin enrollment for a CDC Digital ID, complete this enrollment form and click ~vext.
Please Mote:

» Internet Explorer S.x or greater or Metscape Communicator 6., or greater is required
to use the CDC Secure Data Metwork. If your browser doesn't meet this requirement,

| please upgrade your browser before applying.

» Be sure your email address is correctly entered, Without a valid email address you will
be unable to install your digital certificate,

Step 1: Enter Personal Information

Items with (*) are required.

Prefix I Preferred Name |

* First Name

Middle Name |

|
* Last Name | Degree I
|

* Email Address CDC User ID
(where applicable)

Program or
*
Employer | Division |
* Employer Type |Other Ll
* Job Type |Other ;l
* Phone | Fax |
Work Address =] * U.S. State Ipi.:k a State |
(130 characters (required for US)
MMaXImum w
5 v LS. County

[Pick a Caunty =]

* City | * Zip Code |

* Country |United States =l

* Alternate Contact :

* Name | * phone |

12
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Requesting Your SDN Certificate (continued)

Step | Action

4 On the SDN CDC Enter Personal Information screen, Figure App. C - 3, type your personal
information into the fields. Note that fields marked with asterisks (*) are required.

When these entries are complete, click the Next button.

Result: The system displays a Microsoft Internet Explorer dialog box, Figure App. C - 4,
seeking confirmation of your email address.

Figure App. C - 4. MS Internet Explorer Email address confirmation screen.

Microsoft Internet Explorer x|

@ Your email address musk be correct o receive your Digital 1D,

Is this wour correct email address?
wx@eode, goy

Cancel |

5 On the Microsoft Internet Explorer email address confirmation dialog box, Figure App. C - 4,
ensure that the system is displaying your correct email address. This data is an important
component of the enrollment process; your digital certificate will be sent to this email address.

Note: If the address is not correct, click the Cancel button. The system re-displays the Enter
Personal Information screen, where you can re-type your email address. See the
previous step.

If the email address is correct, click the OK button.

Result: The system displays two screens: the Select A Program screen, and the Select
Activities screen. The Select A Program screen, Figure App. C - 5, is at the top.

Figure App. C - 5. Select A Program screen.

Step 2: Select A Program

Select the program whose activities you want to join.

Wital Statistics Cooperative Program
WY Surveillance :I
Yellow Fever e

13
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Requesting Your SDN Certificate (continued)

Step | Action

6 a) On the Select A Program screen, Figure App. C - 5, scroll to and select VACMAN.

b) On the Select Activities screen, Figure App. C - 6, scroll to and select your VACMAN
project.

¢) On the Select Activities screen, Figure App. C - 6, click the Next button.
Figure App. C - 6. Select Activities screen.

Step 3: Select Activities

Select one or more YACMANMN activities from the list.

LKA Alaska il
ALA Alabama

ARA Arkansas

ASA American Samoa

AZA Arizona

BAS Mew York City =l

Next )

Note: During initial enrollment, you can select only one program from the available list. If
you require access to more than one program, first select the program identified by the
program administrator who extended the enrollment invitation.

After your digital certificate has been issued and you access SDN, you can request
additional programs and activities. It is not necessary to apply for additional digital
certificates.

Once you can access SDN, if you need to request multiple programs, use the following
keyboard techniques:

o To select multiple, non-consecutive rows:
press and hold the Ctrl key, and simultaneously click each row you need

o To select multiple, consecutive rows:
press and hold the Shift key, and simultaneously click the first and last row you need

Result: The system displays the SDN - CDC Choose a Challenge Phrase screen, Figure App.
C-7.

14
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Requesting Your SDN Certificate (continued)
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Step | Action
6 Figure App. C - 7. SDN — CDC Choose a Challenge Phrase screen.
cont.

Step 4: Choose a Challenge Phrase

The challenge phrase is a password or phrase that you will need to provide every time you
access the COC Secure Data Metwork, and is also required to revoke your Digital 1D,

For security reasons, a challenge phrase must:

e« Be atleast 8 characters long,
« Contain only English letters, numbers ar any of these characters:

S

e« Contain at least one non-alphabetic character.
e Mot contain your name or any part of your email address.

¢ Mot be a word, unless the word is either

« Broken up by one ar more non-alphabetic characters
« Prefired or suffized by three or more non-alphabetic characters

e Mot contain more than two consecutive repeating characters,
&« Contain at least 4 unique characters.

Challenge phrases are case sensitive, so be sure to remember if any letters are capitalized.
While not required, a challenge phrase containing mixed case letters is more secure, and we
invite you to consider using one.

More Information and Examples.

Challenge Phrase |

Confirm |

I Next
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Requesting Your SDN Certificate (continued)
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Step

Action

7

On the Choose a Challenge Phrase screen, Figure App. C - 7, review the requirements for the
challenge phrase. The challenge phrase functions similarly to a password. For security reasons,
considerable complexity is required. Especially note the following:

e The challenge phrase is case-sensitive. If you experience difficulty, check your keyboard
Caps Lock key. Although it is not a requirement, a combination of upper and lower case
letters is a good security measure. Example: ChalL+lenGe

e The challenge phrase must contain at least one non-alphabetic character. It can be a number,
or any of the following keyboard characters:

Character Description

- Minus sign, or hyphen, key (not underline key)
+ Plus sign

Colon
’ Apostrophe

Period

e The challenge phrase cannot contain an unbroken actual word, or your name, or any part of
your email address.

e The challenge phrase must contain at least eight characters.

The screen presents all of the challenge phrase criteria; review this information carefully. It
also provides a link to examples of challenge phrases.

Make a note of the challenge phrase you choose, and store it in a secure location. The
VACMAN team recommends that you record this information on the VACMAN Add/Modify
Users screen.

Type your Challenge Phrase in both fields at the bottom of the screen; the keystrokes must
match identically. Then click the Next button.

Result: The system validates your challenge phrase, then displays the SDN CDC Digital
Certificate Request Received screen, Figure App. C - 8. The screen acknowledges receipt of
your request, and notifies you that an email will provide additional instructions.
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Requesting Your SDN Certificate (continued)

Step

Action

7
cont.

Figure App. C - 8. SDN - CDC Digital Certificate Request Received screen.

Digital Certificate Request Received

Your request for a digital certificate has been received,

You will receive an e-mail when your request is approved,
which includes instructions for installing your digital
certificate,

Flease note that processing time may vary, depending upon
the nature of the enrollment request, If you do not receive
an e-mail notification within 72 hours, you may inguire about
the status of your request by contacting the program
administrataor,

On the Secure Data Network — Enrollment — Microsoft Internet Explorer — provided by
National Immunization Program — Digital Certificate Request Received screen, click the close

screen button in the top right corner of this internet screen.

Result: The system closes the screen. You SDN enrollment request is complete. CDC SDN
Technical Support will send further instructions via email.

17

Go to the next topic, “Obtaining Your SDN Certificate.”
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Obtaining Your SDN Certificate
Use these instructions to obtain your SDN certificate.

Prerequisites

e You must have requested an SDN digital certificate, and received an email message from CDC SDN Technical
Support with specific instructions for obtaining it.

e See “Before You Begin,” at the beginning of this “SDN Enrollment” section.

Step | Action

1 | Access the SDN enrollment website via the link provided in your email notification from CDC
SDN Technical Support. The following is sample of this email.

Figure App. C - 9. SDN Enrollment Approved sample email message.

From: CDC SDN Support [cdcsdn@cdc.gov]
Sent: Wednesday, March 26, 2003 3:58 PM
To: John Doe

Subject: SDN Enrollment Approved

The administrator has approved your SDN enrollment request. Go to the following
URL to obtain wyour digital certificate:

https://ca.cde.gov/servliet/CertServliet?usertoken=387818:f42ece9805:-7ffd

Either click on the link provided in the message, or copy the link and paste it into your
browser.

Result: Upon access, the system displays the Secure Data Network — Login — Microsoft
Internet Explorer provided by National Immunization Program — Centers for Disease Control
and Prevention — Digital ID Enrollment - Challenge Phrase screen, Figure App. C - 10.

Figure App. C - 10. SDN Login - Digital ID Enrollment — Challenge Phrase screen.

3 Secure Data Network - Login - Microsoft Internet Explorer provided by Mational Immunization Program

File Edit ‘“iew Favorites Taoolz Help |

& Back ~ = - @ “at | @Saarch (5] Favorites @Media @ | %' =] T @
Address IfBj hitps:/Yca.cde. gov/sdncode/sdnapp/servlet/CentS erviet fusertoken=23bf 3fdd31 733c62b9c 84007 46023 j @Go Links ** @ -
( 4 § -~ __— CDC Home |Search |Health Topics A-Z

Centers for Disease Control and Prevention - Digital ID Enroliment

SAFER + HEALTHIER * PEOPLE"

SDN Support
Enter Your Challenge Phrase

800-532-9929 i -

770-216-1276 Enter your challenge phrase and click Login.
cdcsdn@cdc.gov
PLEASE NOTE: To protect the security of your enrollment request,
you must enter the same challenge phrase created during your most
recent enrollment process. If your challenge phrase has been lost, a
new enrollment request must be submitted, as it cannot be reset or
retrieved by SDN Support.

Challenge Phrase: |

Login |

Questions? Go to the Online Help or Contact SDN Support

=|
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Obtaining Your SDN Certificate (continued)
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Step | Action

2 On the SDN Login Challenge Phrase screen, Figure App. C - 10, type your challenge phrase.

Information screen.

This is the challenge phrase you created when you requested your SDN certificate.
After typing your challenge phrase, click the Login button.

Result: The system verifies the challenge phrase, then displays the SDN Confirm Personal

Figure App. C - 11. SDN - Confirm Personal Information screen.

Confirm Personal Information

Please review your information, If it is correct, click Gonfirm and wait for instrucktions to install

yvour digital certificate,

If you need to make changes dick Ypdate,

Prefix :
First Name :

Last Name :
Email Address :

Employer :

Program or
Division :

Employer Type :
Job Type :
Phone :

Work Address :
(130 characters

mazimumm)

City :
Country :

Alternate Contact :

Mame :

Lisa

Galloway

[fa8@cde.goy

Preferred MName :
Middle Name :
Degree :

CDC User ID :
(where applicable)

Centers For Disease Control and Prevention

CDC, all carmpuses

Computers/Database Management

404 693 B577

Atlanta
Lnited States

Jean Popiak

Fax :

L.S. State : Georgia
(reguired for LIS)

U.S. County : DE KALB
Zip Code : 30333

Phone : 404 539-8784

[ confirm)

[Update |
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ing Your SDN Certificate (continued)

Step | Action

3

On the SDN Confirm Personal Information screen, Figure App. C - 11, review the information
for accuracy. It is important that all information is correct before the digital certificate is
issued. The information is permanently associated with the digital certificate itself. It can be
changed only within SDN and is not reflected by the certificate.

Note: You can correct or update this information as needed. If you modify information in any
of the required (*) fields, the system displays the SDN Personal Information Changes

Received screen, Figure App. C - 13. Note that in these cases, you will need to re-install your
certificate.

Figure App. C - 12. SDN —Personal Information Changes Received screen.

Personal Information Changes Received

SDM has received the changes to your personal information
for the digital certificate,

‘ YWhen vour changes are approved, yvou will receive an e-
rail, which includes instructions for installing your digital
certificate,

If the information on the SDN Confirm Personal Information screen, Figure App. C - 11, is
correct, click the Confirm button.

Result: The system displays the SDN — CDC Download Digital ID screen.
Figure App. C - 13. SDN - CDC Download Digital ID screen.

/3 Secure Data Network - Enrollment - Microsoft Internet Explorer provided by National Immunization Program

File  Edit

Wiew Favortes  Toolz  Help

= Back » = - @ at | @Search [#] Favorites @Media @ | %v =] -

|ER * FEQPLE™

Address I’-Gj httpz://ca. cde.gov/sdncode/sdnappdservlet/CentServlet

CDC Home Health Topics A-Z

Centers for Disease Control and Prevention - Digital ID Enrollment

Upport Download Digital ID
2-99z20
6-1276
cde.goy Please note the following requirements must be met to install a certificate on your machine.
If you cannot meet any of these requirements, you should not proceed with the certificate
installation.
1. The current user must have local administrative privileges on this machine.
2. The“erisign Import Contral must be installed (you will be prompted if not present).
The certificate installation may take several seconds to complete. You must not click your
browser's StopfReload/Back button during the installation process
Download |
4 Go to the Next topic, “Installing Your Digital Certificate.”
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Installing Your SDN Certificate

Use these instructions to install your SDN certificate.

Before You Begin

After confirmation of the enrollment information, your browser will be directed automatically to begin creation of the
digital certificate based on the type of browser being used.

For Internet Explorer users, certificate generation and installation will be done automatically.

For Netscape users, certificate generation will be done automatically, and instructions for the installation of the
certificate will be provided.

For Netscape users, the installation instructions must be followed as specified due to the fact that the certificate
will not install automatically.

If the generation or installation of the certificate fails, and you are unable to obtain your digital certificate using your
current enrollment request, contact SDN Support or your program administrator for assistance.

Prerequisites

21

You must have obtained your SDN digital ID certificate. See the previous topic, “Obtaining your SDN
Certificate.”

You must have local administrative rights on your machine to install the certificate.

You must have Verisign Import Control on your machine. If you previously had an SDN certificate on your
computer, you should have this software. Otherwise, click the Yes button when prompted, during the certificate
download, to install the Verisign Import Control function.

If you have pop-up and script blocker software on your computer, you need to allow them for the “CDC.GOV”
domain while installing your certificate. Contact your IT staff or the VACMAN Help Desk for further
information.

See “Before You Begin,” at the beginning of this “SDN Enrollment” section.
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Installing Your SDN Certificate (continued)

Step | Action

1 On the SDN CDC Download Digital 1D screen, Figure App. C - 14, read the requirements,
then click the Download button.

Figure App. C - 14. SDN - CDC Download Digital 1D screen, Install process.

Download Digital ID

W ARNING***

Please note the following requirernents must be met to install a certificate on your machine.,
If you cannot meet any of these requirements, you should not proceed with the certificate
installation.

1. The current user must have local administrative privileges on this machine,

2. The Verisign Import Control must be installed (please click Yes button when prompted
to install the import control during download),

3. Pop-up and script blocker software may interfere with your ability to install a digital
certificate. If pop-up and script blocker software has been installed on your machine
(e.g., via Windows ¥P Service Pack 2 and third-party antivirus software), you rmust
dizable them or allow them for the "CDC.GOWV" domain while installing your digital
certificate, If you are unsure of whether or not pop-up and script blocker software is
active on your machine, or you have any guestions about their use, please contact
your local IT support,

The certificate installation may take several seconds to complete, You must not click your
browser's StopfReload fBack button during the installation process

Result: The system displays an SDN System Message indicating that your certificate is being
downloaded.

Figure App. C - 15. SDN System Message screen.

; SDM System Message - Microsoft Internet Explorer p... B [=] E3

e

Please wait. Your Certificate is being
downloaded...

Close |

[

2 | Onthe SDN System Message screen, click the Close Button.

Result: The system accesses the Security Warning - VeriSign Import Control screen, Figure
App. C - 16.
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Action

2

cont.

Figure App. C - 16. Security Warning - VeriSign Import Control screen.
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Yes | Mo I tare Info |

On the Security Warning - VeriSign Import Control screen, Figure App. C - 16, click the Yes
button.

Result: The system installs the software, then displays the SDN Digital ID Installation
Complete — Congratulations! screen.

Figure App. C - 17. SDN - Digital ID Installation Complete — Congratulations! screen.

£ Colors Help
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ode/sdnapp/servietCertServiet

Health Topics A-Z

Congratulations!

Your Digital ID has been successfully generated and installed. e

Your Digital 1D Information.

Serial Number = 3a7abd3a920faf4eec24e245dalg5129

4 Click the close screen button at the top right corner of the internet screen.
Result: Your digital certificate is installed. The system closes your connection with the SDN.
You can perform the VACMAN system Exchange function by entering your challenge phrase
when you log in to SDN.

5

The VACMAN team recommends that you make a backup copy of your certificate. If you
move to, or receive, a different computer, you can install the certificate on it. For instructions

on how to do this, email cdcsdn@cdc.gov and request instructions for backing up your SDN
certificates.
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